
Order Processing in accordance with Article 28 General Data Protection Regulation 
(GDPR) 

Agreementbetween

NadirAl-Badri,pixital-coding&design
CalleSanJosé41
38300LaOrotava

–theProcessor–hereinafterreferredtoasthesupplier–

and
___________________________________________<Companyname
___________________________________________<Street,housenumber
___________________________________________<ZipCode,Place

–theController–hereinafterreferredtoastheClient–

existone/severalcontract(s)bytheclientunder

customernumber________________________

1. Subject matter (Art. 28 (1) GDPR)
1.1Thesubjectmatterofthecontractistheprovisionofwebhostingservicesorone(or
more)dedicatedwebserver(s)aswellastheassociatedservicessuchase-mail,domain
registration,etc.Withinthescopeofthiscontract,theclienthas–dependingonthe
agreedscopeofservices–thepossibilityofprocessing(storing,modifying,transmitting
anddeletingdata)usinge.g.awebserver,FTPserverorSSHaccess.

1.2Thesubjectmatterofthecontractisnottheoriginaluseorprocessingofpersonaldata
bythesupplier.
However,accesstopersonaldatacannotberuledoutinthecourseoftheclients’
performanceasacentralITserviceproviderintheareaofhosting,supportor
administrationoftheclient

1.3Detailscanbefoundinthemaincontract(s)summarizedunderthenamedcustomer
number.Theagreementappliestotheentireservicerelationship,insofarastheservices
describedinsection1.1areconcerned.

1.4Insofarasdataismentionedbelow,personaldatainthescopeofGDPRismeant.The
followingdataprotectionanddatasecurityregulationsapplytoallservicesofthe
commissioneddataprocessinginaccordancewithArt.28

1.5Inadditiontothecontract(s)concludedbetweentheparties,thecontractingparties
specifythegeneral
obligationshowthepersonaldataoftheclientshouldbeprocessed.

2. Duration, Completion, Erasure of data (Art. 28 (1) GDPR) 
2.1Thedurationofthecontractdependsonthedurationofthehostingservicesprovided
bythesuppliertotheclient.Theorderendsiftheclientdoesnotuseanyhostingservices
ofthesupplieraccordingtothespecificserviceagreements/offers.



2.2Therightsofdatasubjects,especiallywithregardtorectification,deletionand
blocking,shallbeasserted
againsttheclient.Theclientissolelyresponsiblefortheprotectionoftheserights.

2.3Afterconclusionofthecontractedwork,orearlieruponrequestbytheclient,atthe
latestuponterminationoftheServiceAgreement,thesuppliershallhandovertotheclient
or–subjecttopriorconsent–destroyalldocuments,processingandutilizationresults,
anddatasetsrelatedtothecontractthathavecomeintoitspossessioninadata
protectioncompliantmanner.Thesameappliestoanyandallconnectedtest,waste,
redundantanddiscardedmaterial.Thelogofthedestructionordeletionshallbeprovided
onrequest.Ifadditionalcostsareincurredduetodeletionpriortoterminationofthe
contract,theseshallbebornebytheclient.

2.4Thesuppliershallbeobligedtoforwardanyrequestsbydatasubjectsconcerningthe
processingofpersonaldatatotheclientwithoutanydelay.Thesupplierisnotentitledto
handlethoserequestsonitsowninitiativewithoutconsultationwiththeclient.

2.5Thesuppliershallassisttheclientintheimplementationofthedatasubjectsrights
underthescopeofchapterIIIofGDPR,inparticularwithregardtorectification,blocking
anddeletion,notificationandprovisionofinformation,withinthelimitsoftechnical
possibilities,especiallywithregardtothenatureoftheprovidedservice.

2.6BecausethereisnoexchangeofmediuminaccordancewithArt.28(3)lit.gGDPR
betweentheparties,thereisnoneedtoregulateareturn.

3. Scope, nature and purpose of the intended collection, processing and/or use of 
data
3.1Thescope,typeandpurposeoftheintendedcollection,processingand/oruseofthe
dataresultfromtheserviceagreementbetweentheparties.
Thesupplierisobligedtousethepersonaldataexclusivelyforthecontractuallyagreed
services.Thesupplierispermittedtocreateintermediate,temporaryorduplicatefiles
necessaryforproceduralandsafetyreasons(includingbackups)forthecollection,
processingand/oruseofthepersonaldata,asfarasthisdoesnotleadtoaredesignof
thecontent.Thesupplierisnotpermittedtomakeunauthorizedcopiesofpersonaldata.
Theclientshallinformthesupplierwithoutdelayifitfindserrorsorirregularitiesinthe
examinationofthecontractualresults.
Datafromaddressbooksanddirectoriesmayonlybeusedtocommunicatewiththeclient
withintheframeworkoffulfillingtheorder.Anyotheruseandtransmissionofthe
processeddataforownorthirdpartypurposes,includingmarketingpurposes,isnot
permitted.

3.2TheundertakingofthecontractuallyagreedProcessingofDatashallbecarriedout
accordingtothespecificConditionsofArticle44etseq.GDPR.




4. Type of data and group of data subjects (Art. 28 (3) 1 GDPR)
4.1Typeofdata
Thefollowingdatatypesarethesubjectmatterofthecollection,processingand/oruseof
theclient’sdatainaccordancewithsection1.2.sentence2:
(tobefilledoutcompletelyandcorrectlybytheclient!)

0Personmasterdata
0Communicationsdata(e.g.telephone,e-mail)
0Contractmasterdata(contractualrelation,interestinproducts/contracts)
0Customerhistory
0Contractbillingdata
0Disclosuredata(fromthirdparties,e.g.creditagencies,frompublicdirectories)
0Otherdata:____________________________________________________________

4.2 Group of data subject
Thegroupofdatasubjectaccordingtosection1.2sentence2includes:
(tobefilledoutcompletelyandcorrectlybytheclient!)

0Customers
0Interestedpeople
0Subscribers
0Employees
0Suppliers
0Salesagents
0Contactpersons
0Otherdatasubjects:
________________________________________________________

5. Obligations of the suppliers

5.1GeneralobligationsArt.28-33GDPR

5.1.1Thesupplierundertakestoplaceawrittenorderwithadataprotectionofficer,who
cancarryouthisworkinaccordancewithArt.37,38GDPR.Thecontactdetailswillbe
communicatedtotheclientonrequestforthepurposeofdirectcontact.
5.1.2Insofarascollection,processingand/oruseofthedataiscarriedoutbythe
supplier,thisisonlypermissiblewithintheframeworkofthecontractualagreements
betweentheclientandthesupplier.Insofarasthesupplierhasaccesstodataoftheclient,
heshallnotusesuchdataforpurposesotherthanthosestipulatedinthecontract,in
particularheshallonlypassthemontothirdpartiesinsofarasthereisalegalor
contractualobligationtodoso.Copiesofdatamayonlybemadewiththeconsentofthe
client.Thisdoesnotapplytobackupcopies,insofarastheyarenecessarytoguarantee
properdataprocessingorfulfilmentofcontractualorlegalobligations.

5.1.3ThecontractorshallensurethatconfidentialityismaintainedinaccordancewithArt.
28(3)S.2lit.B,29,32(4)GDPR.Allpersonswhocouldaccesstheclient'sdatalistedin
point4.1inaccordancewiththeordermustbeobligedtomaintainconfidentialityandmust
beinformedofthespecialdataprotectionobligations
resultingfromthisorderaswellastheexistinginstructionorearmarkingofpurpose.

5.1.4Thesuppliershallensuretheimplementationandadherencetoalltechnicaland



organisationalmeasures
necessaryforthisorderinaccordancewithArt.32GDPR.

5.1.5Thesuppliershallinformtheclientwithoutdelayintheeventofbreachesofdata
protectionregulationscommittedbythesupplierorpersonsemployedbyhim.Thesame
shallapplyintheeventofseriousdisruptionstothecourseofbusinessorother
irregularitiesinthehandlingoftheclient'sdata.Totheextentthattheclient
issubjecttoobligationspursuanttoArt.32and33GDPR,thesuppliershallassisthimin
thisrespect.InsofarastheclientfulfilsobligationspursuanttoArt.32-36GDPR,e.g.inthe
eventoflossorunlawfultransmissionorknowledgeofpersonaldatabythirdparties,the
suppliershallsupporttheclientwithinthescopeofthecharacteroftheserviceprovidedby
thesupplier.

5.2 Technical and organisational measures (Art. 32 GDPR) 

5.2.1Beforethecommencementofprocessing,thesuppliershalldocumenttheexecution
ofthenecessarytechnicalandorganisationalmeasures,setoutinadvanceofthe
awardingoftheorderorcontract,specificallywithregardtotheclientforinspection.Upon
acceptancebytheclient,thedocumentedmeasuresbecomethe
foundationofthecontract.Insofarastheinspection/auditbytheclientshowstheneedfor
amendments,suchamendmentsshallbeimplementedbymutualagreement.

5.2.2TheTechnicalandOrganisationalMeasuresaresubjecttotechnicalprogressand
furtherdevelopment.Inthisrespect,itispermissiblefortheSuppliertoimplement
alternativeadequatemeasures.Insodoing,thesecuritylevelofthedefinedmeasures
mustnotbereduced.ThesuppliershallestablishthesecurityinaccordancewithArticle28
(3)lit.candArticle32GDPRinparticularinconjunctionwithArticle5(1),and(2)
GDPR.Themeasurestobetakenaremeasuresofdatasecurityandmeasuresthat
guaranteeaprotectionlevelappropriatetotheriskconcerningconfidentially,integrity,
availabilityandresilienceofthesystems.Substantialchangesmustbedocumented.

6. Subcontracting (Art. 28 (2), (4) GDPR)

6.1SubcontractingforthepurposeofthisAgreementistobeunderstoodasmeaning
serviceswhichrelatedirectlytotheprovisionoftheprincipalservice.Thisdoesnotinclude
ancillaryservices,suchastelecommunicationservices,postal/transportservices,
maintenanceandusersupportservicesorthedisposalofdatacarriers,aswellasother
measurestoensuretheconfidentiality,availability,integrityandresilienceofthehardware
andsoftwareofdataprocessingequipment.TheSuppliershall,however,beobligedto
makeappropriateandlegallybindingcontractualarrangementsandtakeappropriate
inspectionmeasurestoensurethedataprotectionandthedatasecurityoftheClient's
data,eveninthecaseofoutsourcedancillaryservices.

6.2TheClientagreestothecommissioningofaffiliatedcompaniesorsubcontractor
companiesforthepurpose
offulfillingitscontractuallyagreedservices.
6.3Thesuppliershallensurethattheclientalwayshasanup-to-datelistofthe
subcontractorsdeployedinthecustomerportalavailableforretrieval.
6.2Ifthesupplierissuesorderstosubcontractors,itisincumbentuponthesupplierto
transferitsobligationsunderthiscontracttothesubcontractor.

7. Obligations of the client (Art. 24, 13, 14 GDPR) 



7.1Theclientisresponsibleforcompliancewiththerelevantdataprotectionregulations.

7.2Theclientshallinformthesupplierimmediatelyofanybreachesofthesupplier’sdata
protectionregulations.

7.3TheclientshallbesubjecttotheinformationobligationsresultingfromArt.24GDPR
andArt.13,14GDPR.

8. Authority of the client to issue instructions, rectification, restriction and erasure 
of data, rights of data subject (Art. 29, 28 GDPR as well as chapter III of GDPR)

8.1Theclienthascomprehensiveaccesstothedataatanytime,sothatitisnot
necessaryforthesuppliertocooperatewiththeclient,inparticularwithregardto
correction,blocking,deletion,etc.Insofarasitisnecessaryforthesuppliertocooperate,
theclientshallbeobligedtodosoagainstreimbursementofthecostsincurred.
Inthiscase,theclientshallhaveacomprehensiverighttoissueinstructionsonthetype,
scopeandproceduresofdataprocessingpursuanttoArt.29inconjunctionwithArt.28
GDPR.Thesuppliershallinformtheclientimmediatelyifsheisoftheopinionthatan
instructionviolatesdataprotectionregulations.Thesupplierisentitledtosuspendthe
executionofthecorrespondinginstructionuntilithasbeenconfirmedorchangedby
thepersonresponsibleattheclient.

8.2Insofarasadatasubjectcontactsthesupplierdirectlyconcerningarectification,
erasure,orrestrictionofprocessing,thesupplierwillimmediatelyforwardthedata
subject’srequesttotheclient.Iftheclientisobligedbyapplicabledataprotectionlawsto
provideinformationonthecollection,processingand/oruseofdata,theclientshallassist
theclientinprovidingsuchinformationtothenecessaryextent.Theclientmustsenda
requesttothesupplierinwritingandreimbursehimforthecostsincurredinthis
connection.

9. Supervisory powers of the clients

9.1Theclienthastherighttoconvincehimselfofthecompliancewiththetechnicaland
organisationalmeasurestakenbythecontractorbeforethebeginningofthedata
processingandthenregularly.

9.2Forthispurpose,theclientshallbeprovidedwiththedocumentationontheexisting
technicalandorganisationalmeasurespreparedbythecontractor'sdataprotectionofficer,
whichisregularlyrevisedandaccordingtothelegalrequirements.

9.3Theclienthastheright,afterconsultationwiththesupplier,tocarryoutinspectionsor
tohavethemcarriedoutbyanauditortobedesignatedineachindividualcase.Ithasthe
righttoconvinceitselfofthecompliancewiththisagreementbythesupplierinhis
businessoperationsbymeansofrandomchecks,whichareordinarilytobeannouncedin
goodtime(3weeks).

9.4Thesuppliershallensurethattheclientisabletoverifycompliancewiththeobligations
ofthesupplierinaccordancewitharticle28GDPR.Thesupplierundertagestogivethe
clienttheneccessaryinformationonrequestand,inparticular,todemonstratethe
executionoftheTechnicalandOrganizationalMeasures.

9.5Onrequestthesupplierundertakestoprovidetheclientwiththeinformationand



evidencenecessaryfortheprocessingoftheabove-mentioneddata.Thisshallalsoapply
asthesuppliercarriesoutthecontrolofhissubcontractotsonbehalfoftheclient.

10. Severabilty clause, jurisdiction

10.1Shouldanyprovisionofthiscontractbeorbecomeinvalidorunenforcable,the
remainingprovisionsofthiscontractshallremainunaffected.Thepartiesagreetoreplace
theinvalidorunenforcableprovisionthatcomesclosesttotheeconomicpurposeofthe
parties.Thesameshallapplyintheeventofanloophole.
10.2Theplaceofjurisdictionisthecurrentresidentialaddressofthesupplier

____________________________,______________________
place,date

____________________________,___________________________
nameandsignatureclient

___________________________,____________________________
nameandsignaturesupplier


